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5

Abstract6

The need for adequate attention to security of lives and properties cannot be over-emphasised.7

Existing approaches to security management by various agencies and sectors have focused on8

the use of possession (card, token) and knowledge (password, username)-based strategies9

which are susceptible to forgetfulness, damage, loss, theft, forgery and other activities of10

fraudsters. The surest and most appropriate strategy for handling these challenges is the use11

of naturally endowed biometrics, which are the human physiological and behavioural12

characteristics. This paper presents an overview of the use of biometrics for human13

verification and identification. The applications, methodologies, operations, integration, fusion14

and strategies for multi-modal biometric systems that give more secured and reliable human15

identity management is also presented.16

17

Index terms— biometrics, human identity management, human verification and authentication, security,18
multi-modal.19

1 Introduction20

iometrics refers to human characteristics and traits related metrics [1]. They are the distinctive, measurable21
and naturally endowed characteristics used to label and describe individuals. Any of the human physiological or22
behavioural characteristics is a biometric provided it satisfies some criteria that include universality, uniqueness,23
permanence, collectability, performance, acceptability and circumvention [2,3]. Universality implies that every24
individual should possess the characteristic while uniqueness means that no two persons should be the same in25
terms of the characteristics. Permanence denotes that the characteristics should be invariant with time. By26
collectability, quantitative measurement of the characteristic must be possible and with ease while performance27
refers to achievable identification/ verification accuracy with different working or environmental conditions.28
Acceptability indicates the extent to which people are willing to accept the characteristic while circumvention29
refers to how difficult it is for fraudulent techniques to fool a system that is based on the characteristic.30
The relative comparison of the performance of the existing biometric characteristics based on these criteria31
is presented in Table 1 [4]. Physiological characteristics (shown in Figure ??) are related to the shape of32
the body and incluttern Recognitionde fingerprint, palm prints, face, deoxyribonucleic acid (DNA), hand33
geometry, iris recognition, retina and odor/scent. Behavioural characteristics (also shown in Figure ??) include34
handwriting (typing rhythm), signature, gait and voice which are all related to the pattern of behaviour of35
a person. The traditional human identity management methods which include possession (such as identity36
and smart cards) and knowledge (such as Personal Identification Number (PIN) and password) based human37
identification schemes suffer various limitations including theft, forgery, unauthorized access and forgetfulness.38
Several private and public organizations often consider strengthening their knowledge-based security systems39
using longer and dynamic (changing) passwords, which often requires individuals documenting their passwords40
in unsecured manners. The compromise of a re-used password on different systems may lead to theft, privacy41
intrusion and other consequences [5]. Biometric-based human identity management systems have emerged as42
reliable, secure and dependable solutions to these limitations and have been deployed in numerous government43
and private applications [6]. The high confidence and success levels recorded for biometric-based systems have44
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been attributed to some advantages that biometrics maintain over other methods. The advantages include strict45
and direct covert observation of biometric information, nonsharability, not-transferable and regeneration within46
short period when damaged or mutilated. In addition, biometrics-based systems are very easy to use, very friendly47
and repudiation-proof [7].48

Table ??: Comparison of various biometric characteristics (A=Universality, B=Uniqueness, C=Permanence,49
D=Collectability, E=Performance, F=Acceptability, G=Circumvention, H=High, M=Medium, L=Low)50

A biometric system that is based on a single characteristic is called a uni-modal system while multimodal51
biometric systems rely on multiple characteristics to function. Uni-modal biometric systems rely on the evidence52
of a single source of information for human authentication and they are susceptible to the following limitations53
[8][9][10][11][12][13] for a small proportion of the population leading to very identical biometric characteristics54
(such as facial appearance) as may be observed for mother and daughter, father and son and identical twins.55
It impacted negatively on a biometric system by increasing its False Match Rate (FMR). (f) Non-invariant56
representation: This is an intra-class variation arising from varied interactions of the user with the sensor. It57
may be due to angular, translational, pressure, pose and expression variations when a characteristic is repeatedly58
captured on a sensor. Other sources include the use of different sensors during enrolment and verification, changes59
in the ambient environment conditions and the inherent changes arising from wrinkles or scars in the biometric60
trait. These variations usually increase the False Non-Match Rate (FNMR) of a biometric system.61

(g) Spoofing: Some biometric systems (especially those based on facial images) can be imitated or forged.62
Multi-modal approach to human authentication and verification has been considered as the most reliable63

method for the elimination of these limitations. Multi-modal biometric systems integrate two or more types of64
biometric characteristics for consolidation and meeting stringent performance requirements. Most importantly, it65
is extremely difficult for an intruder to spool multiple biometric traits simultaneously [5,11]. This paper presents66
the motivations, strategies and limitations of fingerprint, voice, iris and other biometrics modes for human67
identity management. Synopses of the integration techniques, fusion levels and scenarios, modes of operations68
and evaluation strategies of multimodal systems are also presented.69

2 II.70

3 Unimodal Biometric Systems71

A uni-modal biometric system comprises of any of the biometrics shown in Figure ?? and contains five integrated72
components conceptualized in Figure 2 [12,14]. The enrolment component is a sensor that acquires the biometric73
data and converts into a digital format. The image-processing unit uses specified algorithms to enhance the74
image and extracts meaningful feature set to form a biometric template. The biometric database is a repository75
of the extracted templates, which are necessary data for future reference from several images. The matching unit76
is responsible for performing algorithm-based comparison of a reference biometric image with the template image77
in the database and generate a matching score. The decision component uses the results from the matching78
component to make a system-level decision.Characteristics A B C D E F G Face H L M H L H L Fingerprint Iris79
H H H M H L H Retina H H M L H L H Signature L L L H L H L Voice M L L M L H L Facial thermogram H80
H L H M H H DNA H H H L H L L81
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Volume XV Issue II Version I Year ( )G 2015 a) Fingerprint Verification System83
Fingerprint is an impression that is formed through deposit of minute ridges and valleys when a finger touches84

a surface. Facts exist that the ridges and valleys do not change for lifetime no matter what happens and in a case85
of injury or mutilation, they reappear within a short period. The five commonly found fingerprint ridge patterns86
are arch, tented arch, left loop, right loop and whorl (Figure 3) [15,16]. The uniqueness of friction ridges implies87
that no two fingers or palm prints are exactly alike [17]. Fingerprint identification involves making a comparison88
between two or more fingerprints to determine if they originated from the same finger under some threshold89
scoring rules. Human verification based on fingerprint was then carried out electronically by extracting the90
fingerprint patterns after scanning the inked image with high-resolution page scanners. In recent years, the need91
for fast and reliable fingerprint verification systems has necessitated the shift from the ink card method to live92
scan devices, which are categorized into optical sensors [18,19], electrical sensors [18][19][20] and ultrasonic sensors93
[18,21,22]. Fingerprint image enhancement is performed to remove the enrolment attracted noise and it requires a94
number of processes including normalization, segmentation, ridge orientation and frequency estimation, filtering,95
binarization and thinning. Several algorithms had been proposed in [20,[23][24][25][26][27] for these processes.96
Existing fingerprint feature extraction algorithms include Crossing Number [19,[27][28][29][30], Adaptive Flow97
Orientation [31], Orientation Maps [32], Gabor Filter [33], Mathematical Morphology [34] and Minutiae Maps98
and Orientation Collinearity [35]. Others are Poincare Index [36][37][38][39], Curvature [40] and Multi-Resolution99
[41]. Several studies on fingerprint matching have produced several algorithms that are correlation, minutiae and100
ridge feature-based [42][43][44][45][46][47][48][49][50]. Fingerprint matching algorithms were also proposed in101
[51][52][53] on the basis of Delaunay triangulation (DT) in computational geometry.102

The matching of two minutiae sets based on these algorithms is usually posed as a point pattern matching103
problem and the similarity between them is proportional to the number of matching minutiae pairs. Although104
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the minutiae pattern of each finger is quite unique, contaminants and distortion during the acquisition and errors105
in the minutia extraction process result in a number of missing and spurious minutiae.106

Due to difficulty in obtaining minutiae points from poor quality fingerprint images, other ridge features like the107
orientation and the frequency of ridges, ridge shape and texture information have formed the bedrock for several108
fingerprint matching algorithms. However, several of these methods suffer from low identification capability.109
In correlation-based fingerprint matching, the template and query fingerprint images are spatially correlated to110
estimate the degree of similarity between them. If the rotation and displacement of the query with respect to the111
template are not known, then the correlation must be computed over all possible rotations and displacements,112
which is computationally very expensive. Furthermore, the presence of non-linear distortion and noise significantly113
reduce the global correlation value between two impressions of the same finger. To overcome these problems,114
correlation is locally done around the high curvature, minutia information and other interesting regions of the115
fingerprint image. One main shortcoming for fingerprint identification systems is that the presence of small116
injuries and burns may cause disproportionate results due to presence of false minutiae points. In fact, injury,117
whether temporary or permanent, can interfere with the scanning process. For example, bandaging a finger for118
a short period of time can impact the fingerprint scanning process. Ordinarily, a burn to the identifying finger119
could make the fingerprint identification process fail [54][55] while daily work can also affect or sometimes damage120
some of fingerprint ridges.121

5 b) Voice/Speaker Recognition122

Voice is a combination of physiological and behavioural biometrics [2,56,57] and it is the natural means of123
communication for human beings. While speech recognition is concerned with the interpretation of what the124
speaker says, speaker recognition focuses on verifying the speaker’s identity [58]. The two are based on the125
analysis of the vibrations created in the human vocal tract which is unique in shape, larynx, size and so on and also126
determines the resonance of the voice across individuals. A voice recognition system uses a microphone to record127
the voice, which is digitised for authentication. The speech can be acquired from the user enunciating a known128
text (text dependent) or speaking (text independent) [4]. A text-dependent voice recognition system is based129
on the utterance of a fixed predetermined phrase while text-independent voice recognition system recognizes the130
speaker independent of what is said. A text-independent system is more difficult to design than a text-dependent131
system but offers more protection against fraud [57]. The first task of an Automatic Voice/ Speaker Recognition132
system is the collection of speech samples that contain the discriminating features and their vectors from the133
speakers. Features are then extracted from collected speech samples base on any of the existing voice feature134
extraction methods which include Spectral Centrod, Spectral Roll Off, Spectral Flux and Mel Frequency Cepstral135
Coefficient (MFCC). The extracted features are then trained to extract feature vectors from the speech signals of136
several speakers and building the MFCC vectors, which is a small codebook that represents all the vectors in the137
minimum mean square sense. The spectral distance between testing utterance feature and code vectors obtained138
during training is then determined and the utterance is classified to its nearest speaker [59][60][61].139

Voice/speaker recognitions have been used in variety of assistive contexts, including home computers and140
various mobile, public and private telephone services [11]. This is attributed to non-use of specific grammar and141
language independent natures; hence allowing callers to speak a particular phrase in any language of choice [62].142
In addition, voice needs inexpensive equipment for capturing and can be deployed with ease for applications where143
other biometric modes experience difficulties [63]. Despite having lots of potentials and its growing popularity,144
voice/speaker recognition technologies are still not easily employed for individuals (such as older adults) with145
speech or communication disorders [64]. Human emotion is so unstable that accurate simulation or recognition146
of voice at different emotional states is highly impractical [65]. Furthermore, human voice is generated through147
a complex process of interactions among several body parts, especially the lungs, larynx and mouth and a148
temporarily or permanent damage to any of these body parts can lead to a voice disorder with significant effect149
on the identification process. The possibility of hacking into a system using a tape recording is another problem150
[10].151

6 c) Iris Recognition152

The iris begins to form in the third month of gestation with patterns that depend on the initial environment of153
the embryo. It is unchangeable after the age of two or three and highly distinct among individuals, hence making154
it a unique feature. The iris is isolated and protected from external environment and it is impossible to surgically155
modify it without unacceptable risk to vision [55]. It appears as a circular diaphragm located between cornea156
and lens of the human eye and controls the amount of light entering through the pupil. The average diameter of157
iris is 12 mm and pupil size can be 10% to 80% of the diameter [11,66,67]. Iris recognition identifies a person by158
analyzing the ”unique” random and visible patterns within the iris of an eye to form an iris code that is compared159
to iris templates in a database. Its often involves the process of image acquisition (which involves capturing of160
highquality iris image while remaining non-invasive to the human operator), iris localization (which involves the161
detection of the edges and pupil of the iris) and normalization of the size of the iris region. Normalization162
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11 F) SIGNATURE RECOGNITION
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Volume XV Issue II Version I Year ( ) G is for ensuring consistency between eye images despite the stretching of the164
iris induced by the pupil’s dilation. It also involves unwrapping of the normalized iris region into a rectangular165
region, extraction of discrimination features in the iris pattern, so that a comparison between templates can166
be done and encoding of iris features using wavelets to construct the iris code to which input templates are167
compared during matching [68,69]. Challenges that are currently facing iris recognition include growing difficulty168
for distance larger than a few meters and it requires absolute cooperation from the individual to be identified169
[55]. It is also susceptible to low performance for poor quality images [70].170

8 d) Face Recognition171

Sometimes, faces are used in un-attended authentication applications, which are developed for human recognition172
by several organizations including universities, government and private agencies such as banks. Many of173
these organizations have facial images stored in large databases making many commercial and law-enforcement174
applications feasible given a reliable facial recognition system. Success in computing capability over the past few175
years have facilitated the development of several face-based recognition systems with simple geometric models or176
sophisticated mathematical representations and matching processes [55,71,72]. Face recognition systems detect177
patterns, shapes, and shadows in the face, perform feature extraction and recognition of facial identity. In the178
broader view, it encompasses all types of facial processing such as tracking, detection, analysis and synthesis.179
Existing techniques for face recognition include eigenfaces (Figure 4) and fisher-faces, which use the image of180
the whole face as raw input and are based on principal component analysis with higherorder statistics. Other181
techniques depend on extracting and matching certain features from the face, such the mouth and eyes. Some182
other approaches use data from the whole face as well as specific features to carry out the recognition [2,73].183
While face recognition is nonintrusive, and may experience high performance and user acceptance in controlled184
environments, robust face recognition in non-ideal situations continues to pose challenges [74,75]. Facial images185
of a person can be collected with little cooperation and may perform with very high error rates when deployed186
in the real world, especially for long-range recognition [55]. Facial recognition systems may also underperform187
when identifying the same person with different illuminations, smiling, makeup, occlusion, pose, gestures, age,188
and accessories (moustache, glasses) conditions [2,11].189

9 e) Gait Recognition190

Gait analysis focuses on the systematic study of animal locomotion, more specifically, the study of human motion,191
augmented by instrumentation for measuring body, its mechanic and the activity of its muscles [76]. The gait of192
a person can be extracted without the user knowing they are being analysed and without any cooperation from193
the user in the information gathering stage. It can be captured at a distance, does not require high quality images194
and it is difficult to disguise [77]. Gait analysis is used to assess, plan, and treat individuals with conditions195
affecting their ability to walk while gait recognition is the process of identifying individuals based on their196
walking characteristics and it encompasses quantification and interpretation. Quantification is concerned with197
the introduction and analysis of measurable parameters of gaits while interpretation involves drawing various198
conclusions about health, age, size, weight, speed, and so on from gait pattern. Gait recognition involves the199
capturing of human walking image, pre-processing of the raw image, extraction of gait features (main leg angle and200
frame) and feature recognition. Existing feature extraction techniques include Hidden Markov Model (HMM)201
and an Exemplar-based HMM [78], Radon transform with Linear Discriminant Analysis (LDA) [79], Support202
Vector Machine (SVM) [80], Principal Components Analysis (PCA) and Maximization of Mutual Information203
(MMI) [81]. The block diagram for gait recognition system is presented in Figure 5.204

10 G205

Recent gait recognition approach involves having a physical device, such as an accelerometer, attached to one’s206
physical body to collect data about one’s gait. The new sensor-based approaches, however, give up gait’s potential207
to identify from a distance [82]. Difficulty in deliberately copying someone else’s way of walking remains one of the208
strong motivations for gait recognition [64]. However, being a biometric, an individual’s gait will be affected by209
certain factors including drugs and alcohol (which affect the way in which a person walks) and physical changes210
such as pregnancy, accident, disease and severe weight gain or loss. It is also affected by mood and clothing211
[74]. In addition, gait recognition is still in its infancy and has not face severe or thorough tests, especially for212
potential attacks [83].213

11 f) Signature Recognition214

A signature is the dynamics of a person’s handwritten and comprises of special characters and flourishes, which in215
several cases, make them unreadable. Intra-personal variations and differences make the analysis of signatures as216
complete images rather than letters and words important and unique. This also accounts for the wide acceptance217
of signatures by government, legal, and commercial transactions as a method of verification [75]. Signature218
recognition technology consists primarily of interconnection of a pen, specialized writing tablet and local or219
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central computer for template processing and verification. In the enrolment process, an individual is requested220
to sign his or her name several times on the tablet. The robustness of the enrolment template is a direct function221
of the quality of the writing tablet that is utilized. A high quality writing tablet will capture all the behavioural222
variables (timing, pressure, and speed) of the signature, whereas a lower end writing tablet may not. The223
constraints faced in signature acquisition include the clause that signature cannot be too long or too short. Too224
long signature causes too much behavioural data which results in difficulty in identifying consistent and unique225
data points while too short signature experiences shortage of data that increases the rate of false acceptance.226
Furthermore, same type of environment and conditions (standing, sitting, arm position, etc) is needed for the227
completion of the enrolment and verification processes. The extraction of the unique features such as the time228
and speed utilized for signing, the pressure applied from the pen to the writing tablet, the overall size of the229
signature and the quantity and the various directions of the strokes in the signature proceeds the enrolment230
phase. The biggest advantage that signature recognition offers is its very high resistance to imposters. Although,231
a wide range of signatures can be forged, it is still very difficult to ”mimic” the behavioural patterns associated232
when signing. Compared to other biometric technologies, signature recognition is non-invasive and as a result,233
experiences high acceptance rate with no privacy rights issues. More importantly, the dynamics of signature can234
be changed during cases of hacking or stolen templates. In terms of weaknesses, a person’s signature changes235
with time and is highly affected by the physical and emotional conditions of the signatories. More importantly,236
successive signatures by the same person can show significant differences resulting in increased error rates [2,55].237

12 g) Hand Geometry Recognition238

Hand geometry of individuals is based on the shape of their hands and it is a stable biometric whose physical239
characteristics are not susceptible to major biological changes (except for conditions of arthritis, swelling, or deep240
cuts). Hand geometry recognition has been among the oldest and has established itself as a viable technology.241
During a hand geometry-based recognition, the subject’s hand is placed onto a platen which then captures the242
ridges (black images) and valleys (white images) of the top and sides of the hand. Moderately unique features243
which include the finger thickness, length and width, the distances between finger joints, the hand’s overall bone244
structure and so on are located in the structure of the images. Hand geometry recognition is often seen as one245
of the easiest to use, administer and environmental friendly biometric technologies. It is the least susceptible246
to privacy rights issues primarily because of its simple enrolment and verification procedures. Hand geometry247
is not distinctive, especially when applied to a large population. Thus, it is most suitable for purposes of248
verification rather than identification. Hand geometry may not be an ideal biometric to use for a population,249
which includes children whose hand-geometry template may vary during their growth period [84]. In addition,250
most hand-geometry systems perform with procedures that restrict the positional freedom of the hand [55,85].251

13 h) Palm Print Recognition252

Just like fingerprint recognition, palm print technology uses the information presented in a friction ridge253
impression for human identification. This information combines ridge flow, ridge characteristics, and ridge254
structure of the raised portion of the epidermis. The data represented by these friction ridge impressions allows255
a determination that corresponding areas of friction ridge impressions either originated from the same source256
or could not have been made from the same source. The uniqueness and high permanence levels of fingerprint257
and palm print have been used as a trusted form of identification. However, palm recognition has been a slower258
automated system due to limitations in computing capabilities and live-scan technologies. Palm identification,259
just like fingerprint identification, is based on the aggregate information presented in a friction ridge impression.260
A palm recognition system is designed to interpret the flow of the overall ridges to Year ( ) G assign a classification261
and then extract the minutiae detail as a subset of the total amount of information obtained from a coordinated262
search of a large repository of palm prints. Minutiae information includes the flow of the friction ridges, the263
presence or absence of features along the individual ridge paths and their sequences as well as the intricate detail264
of a single ridge. Minutiae are limited to location, direction and orientation of the ridge endings and bifurcations265
(splits) along a ridge path [86].266

14 i) Deoxyribonucleic Acid (DNA) Recognition267

DNA is a well-known double helix structure present in every human cell. DNA fingerprint is produced as a robust268
and unchangeable (by surgery or any other known treatment) human attribute which is the same for every single269
cell of a person. The molecular structure of DNA can be considered as a zipper with the letters: A (Adeline), C270
(Cytosine), G (Guanine) and T (Thymine) representing each tooth and with opposite teeth forming one of two271
pairs, either A-T or G-C [87]. The sequence of letters along the zipper determines the DNA information [2,88] and272
presents unique differences in the DNA fragments and molecules resulting in different biological pattern between273
individuals. DNA is widely used in the diagnosis of disorders, paternity tests and criminal identification and very274
high level of success and accuracy has been reported [55]. The use of DNA however experiences computational275
complexity with enormous time requirements. It is often considered as a violation of privacy and not always276
unique between monozygotic twins [11,57].277
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19 C) INTEGRATION STRATEGIES

15 III.278

16 Multi-Modal Biometric Systems279

Some of the limitations imposed by unimodal biometric systems can be addressed through multimodal sources280
(MMS) of information for establishing identity [89]. MMS are expectedly more reliable due to their multiple,281
(fairly) independent pieces of evidence [90]. They also provide stringent performance requirements imposed282
by various applications and also address the problem of non-universality, since multiple traits ensure sufficient283
population coverage. They also deter spoofing since it would be difficult for an impostor to spoof multiple284
biometric traits of a genuine user simultaneously. Furthermore, they facilitate a challengeresponse mechanism by285
requesting the user to present a random subset of biometric traits thereby ensuring that a ’live’ user is indeed286
present at the point of data acquisition [91]. A generic biometric system is presented in Figure 6 with four287
important modules; namely sensor, feature extraction, matching and decision modules [91,92].288

The sensor module captures the trait (raw biometric data), while the feature extraction module processes the289
data to extract a feature set that is a compact representation of the trait. The main function of the matching290
module is to generate the matching scores based on comparison of the extracted feature set with the templates291
in the database by a classifier. Based on a matching score, the decision module rejects or confirms a claimed292
identity. Important considerations for the design of multi-modal biometric system include architecture, choice of293
biometric modality, total number of modalities, level of accumulation of evidences, level and methods for fusion,294
safety and user friendliness and cost versus the matching performances. Others are level of security and reliability,295
mode of operations, assigning weights to biometrics and multimodal database [11,93]. Challenges confronting296
multimodal biometric systems include failure of sensors to show consistency in various operating environments,297
poor design due to lack of proper understanding of biometric technologies and public confidence. Other challenges298
are complex and unverifiable matching algorithms, misleading results due to poor scalability and lack of standard299
guidelines for auditing biometric system and records [94].300

17 a) Fusion levels301

In a multi-modal biometric system, information reconciliation may be attained via the fusion of the raw data,302
extracted features or the matching scores. Information may also be obtained at the decision levels. While303
fusion at the data or feature level is performed when either the data or the feature sets originating from multiple304
sensors/sources are fused, fusion at the match score level involves an integration of the scores obtained by multiple305
classifiers pertaining to different modalities. When the final information is obtained from the fusion of different306
decision levels, the final output of the multiple classifiers is consolidated using majority voting or any other307
suitable method [95]. Biometric systems that integrate information at an early stage (using features set) perform308
better than those that perform integration at a later stage [91,92]. This is attributed to the richer information309
offered by the features when compared to the matching score or the output decision of a matcher. However, in310
practice, fusion at the feature level is difficult to achieve due to complexities that trail the task of providing a311
common feature set for various modalities. Fusion at the decision level on its own is believed to be rigid due to312
its limited information. Thus, for its relatively easy access, fusion at the match score level is usually preferred.313

18 b) Fusion Scenarios314

As shown in Figure 7, existing multi-modal biometrics fusion scenarios depend on the number of traits, sensors315
and feature sets and are classified into the following categories: The existing biometrics fusion algorithms include316
Score Normalization [1,102], Minimum Average Correlation Energy Filter [105], Neyman-Pearson (Product) Rule317
and Gaussian Copla Models [108], Principal Components Analysis (PCA), Fisher’s Linear Discriminate Methods318
[109] and Geometry Preserving Projection [106] Modes of Operation The existing modes of operation for a319
multimodal biometrics scheme are serial, parallel and hierarchical which are presented in Figure 8. The output of320
one modality is traditionally used to determine if the next modality will be used in the serial mode. This implies321
that simultaneous acquisition from multiple sources of information (such as multiple traits) is not required and322
final decision could be made with any modality. For the parallel mode, simultaneous acquisition of multiple323
modalities takes place and final decision is based on the integration of information (output) from the various324
modalities. The hierarchical scheme combines individual classifiers in a treelike structure and it is only applicable325
for large number of classifiers [91,102,110].326

19 c) Integration Strategies327

Fusion at the feature and matching score levels are the two major strategies for the integration of multimodal328
systems. Fusion at the feature level is accomplished through the concatenation of two compatible feature sets329
before a feature selection or reduction technique is employed for handling any dimensionality problem [91].330
The authors in [1,12,102,105,111,112] had carried out detailed studies on fusion at the match score level. Base331
on robust and efficient normalization techniques [9,59,102,106,112,113,116], scores from multiples matchers are332
transformed into a common domain prior to consolidating them. In the context of verification, the feature vector333
is constructed using the matching scores output of the individual matchers and then classified into accept (genuine334
user) or reject (impostor) [91]. Fusion of individual matching scores generates a single scalar score that is used335
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for taking the final decision [116,117]. General strategies for combining scores from multiple classifiers include336
principal component analysis [109], majority voting [95], behaviour knowledge space method [118], weighted337
voting based on the Dempster-Shafer theory of evidence ??119], AND/OR rules [120] and Score normalization338
[121]. Others are simple sum rule [89], weighted product, bayes’ rule, mean fusion, Linear Discriminant Analysis339
[LDA], k-nearest neighbour [KNN] and hidden Markov model ??HMM].340

20 e) Evaluation Strategies341

The evaluation of multi-modal biometrics systems provides basis for establishing their performance and adequacy342
levels.343

Benchmarked evaluation strategies include False Rejection Rate (FRR), False Acceptance Rate (FAR),344
Receiver Operating Characteristics (ROC) Curve, Equal Error Rate (EER), Cumulative Match Curve (CMC)345
and Average Matching Time (AMT). If an imposter score exceeds the threshold, it results in a false accept, while346
genuine score that falls below the threshold results in a false reject. FRR is therefore the rate of occurrence of a347
scenario of two biometrics (same mode) from the same source (subject) failing to match and FAR is the rate at348
which two biometrics (same mode) from different sources (subjects) are found to match. An ROC curve measures349
the overall performance of a multi-modal biometric system base on the plot of FRR against FAR for all possible350
matching thresholds. In the ideal case, both FAR and FRR should be zero and the genuine and an ’acceptable’351
ROC curve presents a step function at imposter distributions should be disjoint. In such cases, the zero FAR.352
On the other extreme, if the genuine and imposter distributions are equal, then the ROC curve is a line segment353
with 45o slope and an end-point at zero FAR. In practice, the ROC curve falls between these two extremes [122].354
For each matching threshold i, EER is presented as the value at which FAR (i) and FRR (i) are equal. CMC is355
another indicator that is similar in nature to ROC curve [123,124].356

21 Conclusion357

The motivations, methodologies, strengths and weaknesses of the physiological and behavioural modes for human358
identity management had been presented. The integration, fusion and evaluation strategies for multi-modal359
approach to human identity management are also presented. Multi-modal biometric systems have performed well360
in addressing the problems of unimodal systems by combining information from different sources and improve361
the systems performance, raise the scope, discourage spoofing, and promote indexing. Improved performance has362
been noticed with uncorrelated traits and integration of parameters that are user’s specific in multimodal systems.363
Without doubt, the widespread deployment of biometric systems in government and private establishments across364
the world will offer more secured and reliable human identity management.365
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