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factors, that determine strategy success, were identified, and a model of strategy realization was 
built in the form of a six-level interaction diagram (digraph). The factors are classified by influence 
and dependence. The substantiated conclusion is that the state support of DT implementation 
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The Strategy of Digital twin Implementation at 
the Cyber-Phisical Enterprises

Nataliya Pankratova α & Kostiantyn Grishyn σ

I. Introduction

kraine’s economy and infrastructure are being 
increasingly damaged since the full-scale russian 
invasion. The World Bank’s estimate of full 

reconstruction price as of February 24, 2023 was $411 
billion. The estimate covered social, production and 
infrastructure sectors as well as environmental damage 
[1]. A 10-year Recovery Plan for Ukraine has been 
developed, which includes 850 projects with a total cost 
of over $750 billion. One of 5 plan’s core guiding 
principles is "Build back better" [2]. One of prerequisites 
for ensuring implementation sustainability is digital 
transformation. In order for infrastructure to meet modern 
standards, during the country reconstruction Industry 4.0 
technologies should be involved, one of which is digital 
twin (DT). 

The basic DT concept is a physical object, a 
virtual object with information exchange between them. 
DT could be designed as a computer model of physical 
object, with a set of forecasting algorithms, which include 
an information-analytical system, as well as correspond-
ding hardware-software system. DT development may be 
based on simulation modeling methods that provide the 
most realistic representation of physical environment or 
virtual world object. Mathematical description of DT could 
be obtained by statistical and analytical modeling, 
machine learning [3–4]. 

Object’s virtual nature allows to experiment with 
model, build scenarios instead of doing real tests, thus 

bypassing resource loss and risks. A detailed history of 
development, classification, areas of use and prospects 
of this technology are given in authors work [5]. DT is 
used both for new technical systems design and 
maintenance of existing ones. For instance, General 
Electric uses DT to optimize aircraft engines performance 
and predict its components failure time [6]. According to 
Research and Markets report, the global DT market is 
estimated at $10.1 billion in 2023, and is expected to 
grow to $110.1 billion by 2028. [7]. 

DT is applied, in particular, in manufacturing 
sector, automobile, aerospace and aviation industries, 
energy sector, and smart cities [6]. The versatility of the 
strategy allows it to be used at almost any enterprise. 
Among other things, digital twins of organizations are 
implemented, the main purpose of which is scenario 
analysis and support for business strategies [8]. 

The purpose of this paper is to develop a 
strategy of DT implementation to support the 
guaranteed functioning of a cyber-physical system in the 
form of enterprise during Ukraine reconstruction. The 
TISM (Total Interpretive Structural Modeling) and 
MICMAC (Cross-Impact Matrix Multiplication Applied To 
Classification) methods were applied to investigate the 
factors that influence DT implementation at the 
enterprise [9–10]. Based on TISM results, a 6-level 
digraph of factors interaction was built, which elucidates 
key factors that the company's top management should 
pay attention to when implementing DT. The work is 
relevant, because in post-war Ukraine, infrastructure 
reconstruction must be done according to modern 
standards. 

II. Literature Analysis

The idea of creating a digital copy during the 
design of system and its subsequent support was 
implemented as early as 1960 by NASA during the 
Apollo mission. However, DT concept emergence is 
associated with Michael Greaves’ work which was a part 
of presentation at the University of Michigan for industry 
representatives in 2002 year. In 2014, he laid out a 
detailed description in a White Paper, later writing a 
book «The Origin of Digital Twins». 3 stages of concept 
development, areas of use, prospects of DT are given in 
author’s work [5]. The emergence of cloud computing, 
IoT, Big Data, and rapid development of artificial 
intelligence have given a powerful rise to DT 

U
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In order to identify factors that influence DT 
implementation at the enterprise, a comprehensive 
literature analysis was conducted in Scopus, 
Researchgate, and IEEE Xplore databases. Scientific 
articles, conference materials, analytical reports and 
technological blogs of leading companies were 
examined. The analysis showed that market economy is 
not sufficient for innovative activity at enterprises [12]. 

The main barriers to DT implementation are high 
financial costs and lack of qualified employees, especially 
for small and medium-sized businesses [13–14]. A 
noticeable problem is the lack of DT design standards 
[15]. Existing ISO, IEEE, ITU, IEC standards are not yet 
able to satisfy the needs [16]. Cybersecurity is also 
important. DT accumulates data about a physical object 
from sensors network, installed on it, generating several 
gigabytes of information per day. Data must be collected, 
processed through cloud solutions and protected from 
unauthorized influence [17]. For example, in 2015, the 
BlackEnergy malware attack on cyberphysical systems of 
Ukrainian energy suppliers affected 225,000 consumers 
[18]. 

The strategy of DT implementation creates 
uncertainty in issues of intellectual property and copyright, 
liability for errors and data privacy [19]. A possible version 
of state regulatory measures is given in [20]. Also, lack of 
top management commitment is a serious barrier for 
Industry 4.0 [21]. For example, according to a survey 
among Norwegian enterprise managers, 85% of oil and 
gas companies and 49% of mixed industry, consider 
uncertainty about consequences and risks as a factor that 
inhibits Industry 4.0 development [22]. Cooperation with 
scientific centers and institutes is important when 
planning digitalization, an example is given in [23]. 

DT development is a sequential process. First, a 
Proof of Concept is being designed – DT prototype to 
confirm adequacy of object model. Next, Subsystem 
Digital Twins are created, which are combined into a Full 
Digital Twin [24]. At the development stage, 5G mobile 
and broadband coverage is critical to a successful 
project. Otherwise, it would be necessary to use 
inconvenient cable connections [17]. The launch of 5G 
pilot version in Ukraine was planned for 2024 [25]. 

For effective DT application at the enterprise, an 
important factor is a corporate digital culture that defines 
common values and ways of doing business, encourages 
lifelong learning among employees, teamwork and 
innovation. Studies show there was no "cultural" 
preparation at companies where digitalization failed [26]. 

III. Methods of Research

Within the proposed strategy framework, the 
TISM and MICMAC methods are used to investigate 
factors that influence DT implementation at the cyber 

physical enterprise to support guaranteed functioning 
of physical model. The TISM is a modification of ISM 
(Interpretive Structural Modeling) method, the latter 
was proposed by researcher John Warfield for 
complex socioeconomic systems analysis [27]. TISM 
algorithm repeats ISM, but additionally requires 
interpretation of connections in the system [9]. Now it 
is used to analyze any system, in particular, various 
aspects of Industry 4.0 [10], [28–30]. Usually, after 
TISM, the MICMAC method is used, which classifies 
system components into 4 types according to two 
properties: influence on system development and 
dependence on other system components. MICMAC 
discovers which factors are root causes and which are 
consequences of other factors. 

a) The TISM method. Algorithm construction of the 
hierarchical structure of the studied system

The TISM method displays structure of the 
system under study. As output, it produces a 
hierarchical diagram of interconnections between 
system elements, which is then analyzed for decision-
making. Algorithm of method is as follows [9]: 

Step-1: Define set – key elements of the system. 

Step-2: Define relationship between elements of , 
which could be interpreted as: 

- causal relationship (А leads to В); 

- elements priority (А is more important than В);

- mathematical relationship between elements, etc. 

Here is an example of creating an IRM. 
Assume we have set {𝑎1, 𝑎2, 𝑎3} with the relationship
between (𝑎3, 𝑎1), (𝑎1, 𝑎2). The corresponding IRM is 
shown in table 1. 

Table 1: Example of Creating an IRM

𝒂𝟏 𝒂𝟐 𝒂𝟑

𝒂𝟏 1 1 0 

𝒂𝟐 0 1 0 

𝒂𝟑 1 0 1 

N = n (n-1) (1)

Step-3: Compare pairwise all 𝑋𝑋 elements whether there 
is a relationship between each pair, which is done by 
experts or research group. Results are put inside Initial 
reachability matrix (IRM) according to the rule:

- if there is a relationship between (𝑖𝑖, 𝑗𝑗) – into cell (𝑖𝑖, 
𝑗𝑗) of IRM 1 is written; 

- if there is no relationship between (𝑖𝑖, 𝑗𝑗) – into cell
(𝑖𝑖, 𝑗𝑗) of IRM 0 is written; 

- cell (𝑖𝑖, 𝑖𝑖) of IRM (diagonal elements of matrix) is 
always 1. 

Total amount of comparisons for set of size 𝑛𝑛
could be calculated by formula (1) 
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technology, spreading it among developed countries 
along with other Industry 4.0 innovations [11]. 



 

  

       
     
     
     

 

 
 

                                       

 

 
 

 

 

  

 
  

  

  

 
  

  

   

    

 

  

 
 

  

  

 

    
 

 

      

 

 

 

 

 
 

 
 

 
 

 
 

  

 

Step-4: From now on, it is convenient to apply the 
mathematical theory of relations, in terms of which the 
relationship between elements is a binary reflexive 
relation 𝑅, which is defined by the Boolean matrix IRM. 
TISM methodology requires to check 𝑅 for transitivity, 
that is, condition (2) 

∀𝑎, 𝑏, 𝑐 ∈ 𝑋: 𝑎𝑅𝑏 ∧ 𝑏𝑅𝑐 ⇒ 𝑎𝑅𝑐        

If (2) is fulfilled, proceed to step 5 of the 
algorithm. Otherwise, replace the relation 𝑅 with its 
transitive closure 𝑅∗. The Boolean matrix that defines 𝑅∗

is called the Final reachability matrix (FRM) in TISM. 
Since 𝑅 is defined on a finite set, it is possible to obtain 
transitive closure from IRM according to formula (3) [31]. 

where matrix multiplication and supremum are defined by (4) and (5), respectively.

Step-6: Display divided elements on digraph. The first 
levels are on top, the following levels are below them. 
Only direct connections and significant transitive links 
are displayed. Digraph is interpreted by experts, 
explanations are written into Interpretive matrix. Lower 
levels are independent elements that affect all others. 
Upper levels – elements that depend on the elements of 
the lower levels. 

b) MICMAC method. Algorithm for evaluation of 
elements influence on the system

MICMAC is often applied after TISM, since it 
uses FRM as input to evaluate influence of each element 
on system. The algorithm includes the following steps: 

Step-1: Calculate sum for each row in FRM – Driving 
power. It is a measure of 𝐷𝑖 influence on other system 
components. 

Step-2: Calculate sum for each column in FRM –
Dependence, which measures how much components 
affect the element 𝐷𝑖. 

Step-3: For each element display (Dependence, Driving 
power) in the Cartesian coordinate system. 

Step-4: Set thresholds for Dependence and Driving 
power, above which they are considered "high", below –

"low". For set of 𝑛 elements the value of is taken as the 
threshold. The plane is divided into 4 quarters (an 
example is shown in Figure 1). 

elements the value of is taken as the elements the value of is taken as the elements the value of is taken as the elements the value of is taken as the elements the value of is taken as the 

                                      

( 𝐴 ∙ 𝐵) 𝑖𝑗 = 𝑚𝑎𝑥
𝑘

( 𝑚𝑖𝑛 ( 𝐴 𝑖𝑘, 𝐵 𝑘𝑗) ) ,                                    

𝑠𝑢𝑝 ( 𝐴 , 𝐵 ) 𝑖𝑗 = 𝑚𝑎𝑥 ( 𝐴 𝑖𝑗, 𝐵 𝑖𝑗) .                                        

𝑅𝑖 = {𝐷𝑗 ∈ 𝐷|(𝐷𝑖, 𝐷𝑗) ∈ 𝑅},                                             (5)

𝐴𝑖 = {𝐷𝑗 ∈ 𝐷|(𝐷𝑗, 𝐷𝑖) ∈ 𝑅},                                             (6)

𝐼𝑖 = 𝑅𝑖 ∩ 𝐴𝑖.                                                                        (7)

(3)𝐹𝑅𝑀 = 𝑠𝑢𝑝
1≤𝑖≤𝑛

𝐼𝑅𝑀
𝑘

,        

(4)

(5)

 
FRM defines new transitive relation 𝑅∗. 

Step-5: Perform level partitioning the following way: 

𝐼𝑖 = 𝑅 ∩ 𝐴𝑖.                                                                     

𝑅𝑖 – set of elements 𝐷𝑗 ∈ 𝐷, which could be reached from 𝐷𝑖 in one step. 

𝐴𝑖 – set of elements 𝐷𝑗 ∈ 𝐷, which could reach 𝐷𝑖 in one step. 

𝑅 𝑖 = { 𝐷𝑗 ∈ 𝐷 | ( 𝐷 𝑖, 𝐷𝑗) ∈ 𝑅 } ,                                           

𝐴 𝑖 = { 𝐷𝑗 ∈ 𝐷 | ( 𝐷𝑗, 𝐷 𝑖) ∈ 𝑅 } ,                                          

𝐼𝑖 = 𝑅 𝑖 ∩ 𝐴 𝑖.                                                                      

(6)

(7)

(8)

5.1. Define set of elements 𝐷𝐷 and level 𝑟𝑟 = 1. 

5.2. If 𝐷𝐷 = ∅ stop. Otherwise, for each 𝐷𝐷𝑖𝑖∈𝐷𝐷 find Reachability set 𝑅𝑅𝑖𝑖, Antecedent set 𝐴𝐴𝑖𝑖 and Intersection set 𝐼𝐼𝑖𝑖

according to (5), (6), (7), respectively 

If we work with causal relationship, then 𝑅𝑅𝑖𝑖 – set of events directly caused by 𝐷𝐷𝑖𝑖 and 𝐴𝐴𝑖𝑖 – set of events, which 
directly cause 𝐷𝐷𝑖𝑖. 

5.3. If 𝑅𝑅𝑖𝑖= 𝐼𝐼𝑖𝑖 then assign element 𝐷𝐷𝑖𝑖 to level 𝑟𝑟. Then assume 𝐷𝐷 = 𝐷𝐷\{𝐷𝐷𝑖𝑖} and 𝑟𝑟 = 𝑟𝑟 + 1. Return to step 5.2.
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Fig. 1: Example how plane is divided in MICMAC-analysis

Step-5: Classify each element according to which 
quarter the corresponding point is in. MICMAC divides 
elements into four types: 

- Linkage Variables – high influence and dependence 
(quarter 1); 

- Driver Variables – high influence, low dependence 
(quarter 2);  - Autonomous Variables – low influence 
and dependence (quarter 3); 

- Dependent Variables – low influence, high 
dependence (quarter 4). 

As a result, elements are classified into the 
most influential, which determine system development 
(Driver and Linkage) and ones without a significant 
impact (Autonomous and Dependent). Other variations 
of MICMAC exist, such as fuzzy version [21]. However, 
the essence remains unchanged – classification of 
system elements according to their level of influence 
and dependence on other components. 

IV. Results

a) Application of TISM method to build a hierarchical 
scheme of factors interaction 

DT implementation depends on both external 
and internal conditions. During literature analysis 13 key 
factors were identified. Their description is given below: 

1. State support for the implementation of the DT 
strategy. The state’s role in support of this innovative 
activity process includes various forms of 
stimulation: direct financing, technical support 
programs, loans (including preferential), earmarked 
grants, DT implementation support funds, legislative 
protection of intellectual property [14]. 

2. DT design standards, data protection methods. The 
Lack of standards for DT creation is a serious barrier 
to its implementation [15]. In particular, these 

standards should take into account cybersecurity 
issues [18]. 

3. Regulation of DT implementation at legislative level.
For DT to take root in the market, the state needs to 
create an administrative and legal framework in 
accordance with European standards [19]. 

4. Experience of DT implementation by other 
enterprises. It will be easier for top management to 
implement DT, focusing on successful experience of 
other companies, cooperating with them and using 
approaches proven by practice. This, together with 
a competition factor, can convince top management 
of DT expediency.  

5. Top management commitment and project planning. 
DT implementation is a serious step in enterprise 
development, which requires significant financial 
costs and changes in production processes. The 
complexity of the project and uncertainty, risks, 
need for a clear plan and lack of transparency are 
serious obstacles to digitization [22]. DT adoption 
success also significantly depends on top 
management commitment [21]. 

6. Cooperation with scientific centers. To obtain a 
systematic view of the problems related to the 
implementation project, reduce financial costs and 
find qualified specialists, it is advisable to cooperate 
with research centers and universities [23]. 7. Proof 
of Concept quality. Success of the project depends 
on the DT prototype – Proof of Concept (PoC). Not 
only does it confirm that the model is correct, but 
also helps developers to choose software and tools 
necessary for real-time simulations [24]. 

7. Adjustment of data collection and processing. To 
implement effective DT, it is necessary to solve the 
problems of data collection, processing and storage 
[17]. 
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8. Building a communication network at the facility. If 
broadband Internet and 5G communication 
technologies are available, establishing data 
exchange between physical and digital object 
becomes simpler. Otherwise, it will be necessary to 
build a network of optical fiber cable networks at the 
facility [17, 25]. 

9. Corporate culture. Human capital is the most 
important resource for business transformation in 
Industry 4.0 and directly affects the success of this 
transformation. Specialists aspire to work in a 
business dominated by digital culture [26].

10. Personnel retraining. The implementation strategy 
significantly changes duties and functions of 
employees, so they must be highly qualified [13]. 
Successful DT operation will require lifelong 
learning, teamwork skills, as well as acceptance of 
innovations, changes and ideas [26]. 

11. Changes in the organization, management. There 
will be a need to adjust the organizational process 
at the enterprise, which requires time and effort [32]. 
It is also necessary to eliminate Data silos – a 

phenomenon when different information systems 
are separated and cannot effectively work together. 
The reason is that different departments 
independently created databases long before DT 
implementation project, also some employees may 
be against sharing information with other 
departments [33]. 

12. Predictive maintenance level at the enterprise. One 
of the main purposes of DT is predictive 
maintenance. After DT implementation and 
adoption, time will be needed for its adjustment and 
its effective use during mundane work [34]. 

Table 2: IRM of identified factors

1 2 3 4 5 6 7 8 9 10 11 12 13 

1 1 1 1 1 1 1 0 0 0 0 0 0 0 

2 0 1 1 1 1 0 1 1 1 0 0 1 0 

3 0 0 1 1 1 1 0 0 0 0 0 0 0 

4 0 1 1 1 0 1 1 1 1 0 0 1 1 

5 0 0 0 0 1 1 1 0 0 0 1 1 0 

6 0 0 0 0 1 1 1 0 1 0 0 0 1 

7 0 0 0 0 0 0 1 1 1 1 1 0 0 

8 0 0 0 0 0 0 1 1 0 0 1 0 1 

9 0 0 0 0 0 0 1 1 1 0 0 0 1 

10 0 0 0 0 0 0 0 0 0 1 1 1 0 

11 0 0 0 0 0 0 0 0 0 1 1 1 1 

12 0 0 0 0 0 0 0 0 0 0 0 1 1 

13 0 0 0 0 0 0 0 0 0 0 0 1 1 

Table 3: FRM of identified factors

1 2 3 4 5 6 7 8 9 10 11 12 13 Driving power 

1 1 1 1 1 1 1 1 1 1 1 1 1 1 13 

2 0 1 1 1 1 1 1 1 1 1 1 1 1 12 

3 0 1 1 1 1 1 1 1 1 1 1 1 1 12 

4 0 1 1 1 1 1 1 1 1 1 1 1 1 12 

5 0 0 0 0 1 1 1 1 1 1 1 1 1 9 

6 0 0 0 0 1 1 1 1 1 1 1 1 1 9 

7 0 0 0 0 0 0 1 1 1 1 1 1 1 7 

8 0 0 0 0 0 0 1 1 1 1 1 1 1 7 

9 0 0 0 0 0 0 1 1 1 1 1 1 1 7 

10 0 0 0 0 0 0 0 0 0 1 1 1 1 4 

11 0 0 0 0 0 0 0 0 0 1 1 1 1 4 

The calculation process is given in Tables 29. 
Table 2 is the IRM of identified factors. Table 3 shows the 
corresponding FRM, which is obtained by formula (3). 
Tables 4-9 display calculations of level partitioning, 
according to step 5 of the TISM algorithm (paragraph 
3.1). To perform these calculations, a Python program 
was created, computations then were checked 
manually. 
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12 0 0 0 0 0 0 0 0 0 0 0 1 1 2 

13 0 0 0 0 0 0 0 0 0 0 0 1 1 2 

Dependence 1 4 4 4 6 6 9 9 9 11 11 13 13 

Then level partitioning is carried out to assign level to each element. Calculations are shown in tables 4-9.

Table 4: Iteration 1 of level partitioning

𝑫𝒊 Reachability Set 𝑹𝒊 Antecedent Set 𝑨𝒊 𝑹𝒊 ∩𝑨𝒊 Level 

1 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13 1 1 

2 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13 1, 2, 3, 4 2, 3, 4 

3 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13 1, 2, 3, 4 2, 3, 4 

4 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13 1, 2, 3, 4 2, 3, 4 

5 5, 6, 7, 8, 9, 10, 11, 12, 13 1, 2, 3, 4, 5, 6 5, 6 

6 5, 6, 7, 8, 9, 10, 11, 12, 13 1, 2, 3, 4, 5, 6 5, 6 

7 7, 8, 9, 10, 11, 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 

8 7, 8, 9, 10, 11, 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 

9 7, 8, 9, 10, 11, 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 

10 10, 11, 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 10, 11 

11 10, 11, 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 10, 11 

12 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13 12, 13 1 

13 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13 12, 13 1 

At the first iteration, level 1 was assigned to 
factors 12 and 13. According to step 5.2 of the TISM 
algorithm, since set 𝐷 is not null (it has factors from 1 to 

11), level partitioning process is repeated, but without 
factors 12 and 13. Level partitioning continued until 
levels were assigned to each factor. 

Table 5: Iteration 2 of level partitioning

𝑫𝒊 Reachability Set 𝑹𝒊 Antecedent Set 𝑨𝒊 𝑹𝒊 ∩𝑨𝒊 Level 

1 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 1 1 

2 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 1, 2, 3, 4 2, 3, 4 

3 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 1, 2, 3, 4 2, 3, 4 

4 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 1, 2, 3, 4 2, 3, 4 

5 5, 6, 7, 8, 9, 10, 11 1, 2, 3, 4, 5, 6 5, 6 

6 5, 6, 7, 8, 9, 10, 11 1, 2, 3, 4, 5, 6 5, 6 

7 7, 8, 9, 10, 11 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 

8 7, 8, 9, 10, 11 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 

9 7, 8, 9, 10, 11 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 

10 10, 11 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 10, 11 2 

11 10, 11 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 10, 11 2 

Table 6: Iteration 3 of level partitioning

𝑫𝒊 Reachability Set 𝑹𝒊 Antecedent Set 𝑨𝒊 𝑹𝒊 ∩𝑨𝒊 Level 

1 1, 2, 3, 4, 5, 6, 7, 8, 9 1 1 

2 2, 3, 4, 5, 6, 7, 8, 9 1, 2, 3, 4 2, 3, 4 

3 2, 3, 4, 5, 6, 7, 8, 9 1, 2, 3, 4 2, 3, 4 

4 2, 3, 4, 5, 6, 7, 8, 9 1, 2, 3, 4 2, 3, 4 

5 5, 6, 7, 8, 9 1, 2, 3, 4, 5, 6 5, 6 
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6 5, 6, 7, 8, 9 1, 2, 3, 4, 5, 6 5, 6 

7 7, 8, 9 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 3 

8 7, 8, 9 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 3 

9 7, 8, 9 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 3 

Table 7: Iteration 4 of level partitioning

𝑫𝒊 Reachability Set 𝑹𝒊 Antecedent Set 𝑨𝒊 𝑹𝒊 ∩𝑨𝒊 Level 

1 1, 2, 3, 4, 5, 6 1 1 

2 2, 3, 4, 5, 6 1, 2, 3, 4 2, 3, 4 

3 2, 3, 4, 5, 6 1, 2, 3, 4 2, 3, 4 

4 2, 3, 4, 5, 6 1, 2, 3, 4 2, 3, 4 

5 5, 6 1, 2, 3, 4, 5, 6 5, 6 4 

6 5, 6 1, 2, 3, 4, 5, 6 5, 6 4 

Table 8: Iteration 5 of level partitioning

𝑫𝒊 Reachability Set 𝑹𝒊 Antecedent Set 𝑨𝒊 𝑹𝒊 ∩𝑨𝒊 Level 

1 1, 2, 3, 4 1 1 

2 2, 3, 4 1, 2, 3, 4 2, 3, 4 5 

3 2, 3, 4 1, 2, 3, 4 2, 3, 4 5 

4 2, 3, 4 1, 2, 3, 4 2, 3, 4 5 

Table 9: Iteration 6 of level partitioning

𝑫𝒊 Reachability Set 𝑹𝒊 Antecedent Set 𝑨𝒊 𝑹𝒊 ∩𝑨𝒊 Level

1 1 1 1 6 

           Level partitioning results are displayed in table 10.

Table 10: Level partitioning results (levels are highlighted with green)

𝑫𝒊 Reachability Set 𝑹𝒊 Antecedent Set 𝑨𝒊 𝑹𝒊 ∩𝑨𝒊 Level

13 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13 12, 13 1 

12 12, 13 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13 12, 13 1 

10 10, 11 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 10, 11 2 

11 10, 11 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 10, 11 2 

7 7, 8, 9 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 3 

8 7, 8, 9 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 3 

9 7, 8, 9 1, 2, 3, 4, 5, 6, 7, 8, 9 7, 8, 9 3 

5 5, 6 1, 2, 3, 4, 5, 6 5, 6 4 

6 5, 6 1, 2, 3, 4, 5, 6 5, 6 4 

2 2, 3, 4 1, 2, 3, 4 2, 3, 4 5 

3 2, 3, 4 1, 2, 3, 4 2, 3, 4 5 

4 2, 3, 4 1, 2, 3, 4 2, 3, 4 5 

1 1 1 1 6 

Table 10 displays a digraph (Figure 2), in which 
we highlight 3 components.

- External factors (green color; 6-th and 5-th level); 

- Factors, that describe the stage of DT 
implementation (orange; 4-th and 3-rd level);  -
factors, that describe the stage of DT integration 
into enterprise work (blue; 2-nd, 1-st level). 

The enterprise cannot influence external factors, 
that why they are located at lower levels of the scheme. 
The following levels reflect the "chronology" of 
digitalization from DT development to fully-fledged 
implementation at the enterprise. 
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Fig. 2: Digraph, illustrating TISM model of factors that influence DT implementation Based on the digraph, an 
Interpretive matrix, which explains interconnections between factors, is built (Table 11).

Table 11: Interpretive matrix

№ Factors Influence Interpretation 

1
State support for 
realization of strategy for 
DT implementation 

2, 3, 4, 9 

The state determines the following aspects: amount of financial 
support for enterprises that switch to DT, quality of legislative 
regulation of this technology and standards, as well as overcoming 
corruption. These factors accelerate DT adoption on the market so 
that it will be easier for our enterprise to implement it. In particular, 
the state could provide 5G coverage, which will significantly simplify 
the building of communication network at the facility. 

2
DT design standards, data 
protection methods 

3, 4, 5, 6, 7 

The standards for DT design will contribute to data protection 
methods development and formation of relevant legislation, as well 
as give companies and scientific centers a "common language", 
opening opportunities for cooperation. This will help top 
management to form a better plan and develop a high-quality Proof 
of Concept. 

3

Regulation of DT 
implementation at 
legislative level 2, 4, 5, 6 

Legislation supports DT standards development and reduces 
uncertainty. Under these conditions, it will be easier for the 
enterprise to create a plan of DT implementation, as well as 
establish cooperation with colleagues and scientists. 

4
Experience of DT 
implementation at other 
enterprises 

2, 3, 5, 6, 7, 8, 9 

Examples of successful digitalization and other enterprises 
experience, as well as competition factor, could convince the top 
management of DT implementation expedience. Experience 
exchange will allow the enterprise to develop high-quality Proof of 
Concept, data acquisition and processing system, communication 
network. 

5

Top management 
commitment and project 
planning 

6, 7, 8, 9 
The entire further DT development process depends on the top 
management commitment and project plan. A sound plan would 
also include collaboration with academics. 
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6
Cooperation with scientific 
centers 

5, 7, 8, 9 

Cooperation with research centers allows us to plan the DT 
effective development, identify barriers to digital transformation at a 
specific enterprise and key factors. This would also motivate the 
management. 

7 Proof of Concept quality 8, 9, 10, 11 

Proof of Concept is a DT prototype, created to confirm the 
adequacy of physical system models, so that it determines further 
development success, and therefore staff training quality. In the 
process, it may be necessary to improve the communication 
network and data acquisition system. 

8
Adjustment of data 
collection and processing 7, 9 

Data acquisition, processing and storage systems provide the DT 
with all the information. Hence, it determines DT prototype quality 
and its further development. 

9

Building a communi-cation 
network at the facility 7, 8, 10, 11 

5G/Wired network coverage is critical for DT development, as it 
determines whether it will be convenient for employees to switch to 
a new system. 

10 Corporate culture 11, 12, 13 
Effective use of DT, business process change begins with a 
corporate culture that accepts new information technologies and 
adapts to them. 

11 Personnel retraining 10, 12, 13 
Only qualified employees will be able to work with the DT at the 
enterprise. This will create the necessary corporate "digital culture" 
and allow to adopt the innovation. 

12
Changes in the 
organization, management 

13 

After DT development at the enterprise, reorganization of activities 
is inevitable: new duties, positions, requirements and change of 
corporate rules. Such measures will define the effectiveness of DT 
use. 

13

Predictive maintenance 
level at the enterprise       12 

The ability of DT models to conduct scenario analysis will 
accelerate the transition to a new organizational level at the 
enterprise. 

b) Application of the MICMAC method for factor 
classification 

Based on the TISM method results, MICMAC is 
used to classify the identified factors. Driving power and 
Dependence values from table 3 for each factor are 

displayed in the Cartesian coordinate system. Since we 
consider 13 elements, the threshold for classification 
was 6.5 (dashed lines). The results are shown in Figure 
3. 

Fig. 3: Elements classification via MICMAC-method
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From Figure 3 we have the following classification.

- Driver variables: factors 1, 2, 3, 4, 5, 6; 

- Linkage variables: factors 7, 8, 9; 

- Dependent variables: factors 10, 11, 12, 13; 

- Autonomous variables are absent. 

MICMAC results confirmed that all identified 
factors play an active role in system development and/or 
are significantly influenced by it. 

All external factors were found to be driver 
variables (state support for realization of strategy for DT 
implementation, other companies’ experience, DT 
design standards, legislative regulation), as well as top 
management commitment, project planning and 
cooperation with scientific centers. The algorithm 
attributed to linkage variables the factors of data 
collection and processing system adjustment, Proof of 
Concept and building a communication network. They 
have a great influence on system development; 
however, they are also greatly influenced by other 
factors. Corporate culture, personnel retraining, changes 
in the organization, management, and the level of 
predictive maintenance at the enterprise are considered 
to be dependent factors. 

Industry 4.0 technologies, especially cyber-
physical systems with a DT, open up unique 
opportunities for companies to increase efficiency, bring 
business processes management to a new level, and 
improve the quality of products and services. This paper 
aims to develop a DT implementation strategy to 
support the guaranteed functioning of a cyber-physical 
system in the form of enterprise in the reconstruction of 
post-war Ukraine. To solve this problem, it is essential to 
identify and prioritize the factors that affect the quality of 
the DT implementation at the enterprise. 

The study identified 13 factors of that kind. 
Using the TISM method, they were organized into a 
scheme with 6-level digraph. External factors are located 
at two lower levels: state support for the realization of 
strategy for DT implementation, availability of design 
standards and data protection methods, legislative 
regulation of DT and other companies’ experience of DT 
adoption. The factors at higher levels are the 
consequences of external factors. Two middle levels 
contain factors that determine the quality of DT 
implementation strategy process. Two upper levels 
contain factors that determine the success of transition 
to a new information system after DT development. 
Next, the factors were classified by the MICMAC 
method. All external factors, as well as top management 
commitment and project planning, cooperation with 
scientific centers are classified as driver variables. 

Finally, the prospects for further domestic DT 
industry development depend on financial and 

legislative support of the state, the promotion of DT 
design standards formation and data protection 
methods, as well as improvement of legislation which 
will regulate their implementation. These factors should 
be the key goals of strategies to support the 
development of Industry 4.0 in Ukraine. 
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